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Cyber Warfare:
An Enquiry Into the Applicability of 
National Law to Cyberspace
Helaine Leggat, ICTLC Australia Pty Ltd, Melbourne, Australia

ABSTRACT

TheTallinnManualontheInternationalLawApplicabletoCyberWarfare(2013)setsoutninety-
five‘black-letterrules’governingconflictsandthebasisforeachintreatyandcustomarylaw.An
earlierversionofthisarticleconsideredtheapplicabilityofnationallawtocyberspace.Specifically,
whethertherewassufficientbasisatanationallawleveltoestablishnormsforacceptablebehavior
ataninternationallevel.Thepropositionbeingitistimeforanewkindofinternationalcooperation
inrelationtocyberwarfareandacceptablenormsofbehaviorincyberspace.Thisarticleprovides
detail fromvariousnationalstatutes to illustratehownational lawapplies tocyberspace.Both
papersconsidertheapplicabilityofcurrentnationalcriminalandtortlawbyusinghypothetical
scenariosinrelationtoself-defence,conspiracyandcorporateresponsibilityintheprivatesector.
The intention is to encourage experts to cooperate internationally to recognise national rules
equivalenttotheTallinnwork.

KEyWoRdS
Conspiracy, Corporate Responsibility, Cyber Security, Cyber Warfare, Cyberlaw, Cyberspace, International Law, 
National Law, Self-Defence, Tallinn Manual

1. INTRodUCTIoN ANd BACKGRoUNd

1.1. Charter of the United Nations 1945
The Charter of the United Nations of 1945 (U.N. Charter) records the wish to save succeeding
generationsfromwar;respecttreatyobligationsandinternationallaw;andmaintaininternationalpeace
andsecurity.Specifically,itrecordsthatarmedforceshallnotbeused,saveinthecommoninterest.

ThepurposesoftheU.N.Charter,Article1includetakingcollectivemeasuresfortheprevention
andremovalofthreatstopeaceandactsofaggression.Principlesforachievingtheobjectivesinclude
settling international disputes bypeaceful means that maintain international peace, security and
justice,andrefrainfromforceagainsttheterritorialintegrityorthepoliticalindependenceofany
state.Significantly,Article51recognisestheinherentrightofindividualorcollectiveself-defence
ifanarmedattackoccurs.
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NothinginthepresentChartershallimpairtheinherentrightofindividualorcollectiveself-
defenceifanarmedattackoccursagainstaMemberoftheUnitedNations,untiltheSecurityCouncil
hastakenmeasuresnecessarytomaintaininternationalpeaceandsecurity.MeasurestakenbyMembers
intheexerciseofthisrightofSELF-DEFENCEshallbeimmediatelyreportedtotheSecurityCouncil
andshallnotinanywayaffecttheauthorityandresponsibilityoftheSecurityCouncilunderthe
presentChartertotakeatanytimesuchactionasitdeemsnecessaryinordertomaintainorrestore
internationalpeaceandsecurity(U.N.CharterArticle51).

TheCharteroftheUnitedNations,it’sAdditionalProtocol1(1977),andtheGenevaConventions
(1864–1949)2caterforpre-digitalarmedconflict.3Avoluminousandwelldocumentedrecordof
militaryandacademicliteratureontheevolutiontodigitalconflictexists,whichincludes,whatis
nowrecognisedas‘cyberwar’and‘cyberwarfare’.Thispaper,liketheTallinnManual(2013)uses
theterms‘cyberwar’and‘cyberwarfare’inapurelydescriptive,non-normativesense.

Theregulatoryframeworkrelatingtocyberwarandcyberwarfarereferencedinthisenquiryis
recordedinAdditionalProtocol1(1977),as(i)comprisinginternationalagreements(treatylaw),(ii)
theprinciplesofinternationallawderivedfromestablishedcustom,(iii)theprinciplesofhumanity,
and(iv)thedictatesofpublicconscience.

Thisbackgroundisincludedforcontext,andasastartingpointforwhatIcallthepre-digital
systemoflegalorderthathassupportedhumansocietiesfordecades,andwhichhasdisintegrated
asaresultoftheinternet.Itisthisdisintegrationthatpropelstheintendedoutcomesofthispaper.
Namely,tocooperateinternationallybyrecognisingnationalrulesthatalreadyexist,andagreeing
thatthesebecomenewinternationalnormsforbehaviourincyberspace.

1.1.1. Precedent
Attheoutset,Iwouldliketopointtoprecedentinsupportofmycontentionthatprivateenterprise,
undernationallaw,hasbeen,andcancontinuetobe,instrumentalinshapingnewinternationalnorms
basedonagreementthroughthelawofcontract.Ibelievethispointstointernationalsolutionsin
relationtocyberwarfare.

1.1.2. Lex Mercatoria
DuringtheMiddleAges,merchantstravellingacrossEuropetotradefairs,marketsandseaportsneeded
commongroundrulestocreatetrustandconfidenceforrobustinternationaltrade.Thedifferences
amongstlocalfeudal,royalandecclesiasticallawprovidedasignificantdegreeofuncertaintyand
difficultyforthemerchantsoperatingininternationalmarkets(Reidenberg,1998).

CustomandpracticeevolvedintoadistinctbodyoflawknownasLex Mercatoria, abodyoflaw
independentofnationallawswhichassuredcommercialparticipationandbasicfairnessininternational
traderelationshipsbasedoncontractandconsensus,despitethenationallawdifferences.

1.1.3. Lex Informatica
In the digital age participants travelling across information systems have confronted the same
unstableanduncertainenvironmentsduetonumerousnationallaws,changingrulesandconflicting
regulationswhichhavearisenasaresultofhistory,cultureandreligion,thatarejustasimportant
forparticipantsoftheinformationsocietyastheLex Mercatoriawastomerchantshundredsofyears
ago(Reidenberg,1998).

Some twentyyears ago, international consensuswas reachedbynationscoming together to
cooperateintheinterestsofinternationaldigitaltrade.Theresultwastherecognitionandfacilitation
of electronic transactionsandcommunicationsas a resultof theUnitedNationsCommissionof
International Trade Law (UNCITRAL) model laws and conventions. To date, UNCITRAL has
beenresponsiblefor theModelLawonElectronicCommerce,adoptedinJune1996; theModel
LawonElectronicSignatures,adoptedinJuly2011,andtheConventionontheUseofElectronic
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CommunicationsadoptedinNovember2005whichhaveshapedthemodernisationandharmonisation
ofelectroniccommerce.Theconnectionwithcyberwaristhatitisthestartlingsuccessofthedigital
economyandhumannature(includinggreed,opportunismandpowerpolitics),thathaveledtothe
breakdownofoldnormsandtheneedtofindconsensusonhowwemightrestoretrustandcertainty
tointernationalrelationships.

1.1.4. Social Media, Terms and Conditions
Social media behemoths, as private sector entities, regulate the behaviour of their enormous
communities through the lawofcontract in theformof termsandconditionsof theuseof their
platforms. This is Lex Mercatoria and Lex Informatica in operation. Billions of civilians from
innumerablejurisdictionsconsenttobehaveinanacceptablemanner.

Mycontentionisthatprivatesectorentitiescansimilarlycooperatetoestablishnormsofbehaviour
thatwouldresultinnewandacceptableformsofbehaviourincyberspace.

2. THE CHANGING FACE oF WARFARE (HyBRId ANd ASyMMETRIC)

2.1. Traditional Wars
Traditionalformsofwarfare(land,sea,air,space)andearlyformsofdigitalwarfaresuchas
Stuxnetwereconfined toconflictbetween states as sovereignentities.Conflict, evenarmed
conflict,betweensovereignentitiesandtheirowncorporateentitiesorcivilianswasnottypically
recognisedas‘war.’

International law (public) governs the relationshipsbetween international sovereign states
andentitiesaslargely‘equal’,beinghorizontalinpower.Nationallawsgoverntherelationships
betweensovereignstatesandtheirowncorporateentitiesandcivilians.Here,powerisnotequal.
Theseareverticalrelationshipsofpower,wherethestatehaspoweroveritscorporateentitiesand
civilians(Figure1).

Figure 1. Relationships of power
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A breakdown in horizontal relationships in international law can lead to war, usually
instigatedatthebehestofagovernmentwhichisresponsiblefornationalsecurity.Abreakdown
ofverticalrelationshipsinnationallawleadstolawenforcementbytheexecutivearmofthe
incumbentgovernment.

Thelastdecadeshaveseenabreakdownofthesystemofglobalorder,specificallyinrelationto
thehorizontalandverticalstructuresofpower.

Inmyview,thebreakdownintheverticalandhorizontalstructuresoforder,demandsanew
approach–enablingprivatesectororganisationstobetterprotectthemselvesthroughrecognising
rights(andobligations)inexistinglaws(Figure2).

2.2. New Wars
Fromthetimethatsovereignstatesbegantotradein,andstockpilezerodayexploitsasdigital
weapons; when sovereign states began to use cyberwar tactics (Zetter, 2014); when states
sponsoredproxies;whencriminalorganisationsand individualsbecameguns forhire;when
technologyserviceproviders‘partnered’withgovernmentstoweakentrust(Zetter,2014);when
foreigninfluencechangeddemocracy;whenIPtheftwasmeasuredinbillionsofdollars;when
threatstoindividualprivacybecameequaltonationalsecurity,fromthen,traditionalwar,was
‘new’war.Hybrid.Asymmetric.

ThefirstpaperonthistopicrecordsthedifferentpositionsheldbetweentheAustralianFederal
GovernmentandtheAustralianDepartmentofForeignAffairsandTrade.Theformerpromulgatinga
raftofdata-relatedlaws;thelatteronrecordforwantingnonewlaws,eithermodellawsorconventions
inrelationtodata(cyber).Ifwearetohavenonewlaws,weneedtoworkwiththelawswehavein
ordertoaddressnewwarsituations.Thestabilityofglobalorderbasedontheruleoflaw,learned
fromtwogreatwarshasdissipated.

Figure 2. Structures of power
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Oneresultisthat:

Private sector entities operate today on the front lines of cyber conflict, targeted by a variety of hostile 
actors that seek to steal and misappropriate their intellectual property, degrade their infrastructure, 
and disrupt their business activities. Despite this reality, the options available within the private 
sector for responding to cyber threats are outdated and constrained. The status quo is reactive in 
nature and advantages the attacker. (Center for Cyber and Homeland Security George Washington 
University, 2016)

I believe that it is essential to empower private sector entities. I also believe it is imperative to do 
so in an ordered manner, under the rule of law and with respect to the law of different jurisdictions. 
This is why I advocate an approach that recognises similarities in different national legal systems, 
and effectively seeks to establish a common standard.

3. THE ENQUIRy

3.1. Approach
Liketheearlierwork,thisenquiryintowhetherthereissufficientbasisatanationallawlevelto
establishnormsforacceptablebehaviourataninternationallevelhasinvolvedanexaminationof
relevantaspectsof:

1. Tallinn Manual on the Law Application to Cyber Warfare(2013);
2. Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations(2017);
3. HypotheticalScenariostoIntroduceTopicsforConsiderationinRelationtoCriminal,Tortand

CommonLaw,andSelf-Defence,ConspiracyandCorporateResponsibilityinthePrivateSector;
4. National Laws of the Following Jurisdictions: Australia, New Zealand, USA, UK, China,

SingaporeandIndia.

Thescopeconstraintsinpresentingthedetailedresearchundertakenforthefirstpaper,haveto
someextentbeenovercomeinthispaperbyintroducingsampleexcerptsfromlawsdemonstrating
theapplicabilityofextendingtheTallinnlogictoprivatesectororganisationsthroughnationallaws.

4. CyBER ATTACK, FRAMEWoRK ANd SCENARIoS

4.1. definition of a Cyber-Attack and Applicability
Tallinn(2013)definesa‘cyber-attack’as:

‘a cyber operation, whether offensive or defensive, that is reasonably expected to cause injury or 
death to persons or damage or destruction to objects.’

The definition applies equally in international and non-international armed conflict (Rule
92.Tallinn2.0).i.e.theprinciplesofinternationallawoutlinedintheTallinnWorkappliestothe
scenarios.TheTallinnWorkisincludedasaframeofreferencefortheexaminationofnationallaws.

4.2. Scenario: Bank (Private Sector)
CurrentDDoSattackagainstonlinebankingsystems,exploitingclientdevices.Attackerseeksto
obtainclientcredentialstocommittheft.BankknowslocationoftheCommandandControl(C&C)
serveroftheattacker.



International Journal of Cyber Warfare and Terrorism
Volume 10 • Issue 3 • July-September 2020

33

4.3. Issues Arising (Some Examples and Findings)

1. Timingiscritical;
2. Timingiscriticaltolawfulnessoftheresponse(imminent,current,postattack);
3. Isacrimeperpetratedagainstthebank,it’scustomersand/orthirdparties?(Yes);
4. Doestortlawapply(wrongfulnessincivil,asopposedtocriminallaw)?(Yes);
5. Doesfailurebythebank(itsdirectorsandofficers)toact(orfailuretoact)constituteafailure

intheexerciseofduecareanddiligence,ornegligence?(Yes);
6. Doesthebankhavearightorobligationtoprotect/defendthebank,itsassets(money,property,

infrastructure),it’scustomersorthirdparties(andtheirassets)?(Yes);
7. Doesitmatterwhotheattackeradversaryis(organisedcrime,nationstateattack,nationstate

proxy,individual,vigilante)?(No);
8. Doesitmatterwhotheattackeradversaryis(organisedcrime,nationstateattack,nationstate

proxy,individual,vigilante)?(No);
9. Doesitmatterwhotheattackeradversaryis(organisedcrime,nationstateattack,nationstate

proxy,individual,vigilante)?(No);
10.If so,does the right/obligationextend to self-defence? (Yes,but timingandotheressentials

determineliability,criminalityetc.);
11.Ifso,doestheright/obligationextendtopre-emptiveactionbeforetheattack?(Yes.Comment

aboveapplies);
12.Doesthebankhavearightorobligationtogatherintelligence(obtainevidence)ontheC&C

infrastructureoftheattacker?(Yes);
13.Ifnot,wasanoffencecommittedinobtainingintelligence?(Notnecessarily.Managecontractually);
14.WhatifthebankattackstheC&Cinfrastructureoftheattackerandthisresultsinphysicaldamage

topropertybelongingtotheperpetrators?(NAifprinciplesofself-defenceapply);
15.WhatifthebankattackstheC&Cinfrastructureoftheattacker,andintheprocesstakesdownthe

revenuegeneratingonlinebusinessesofinnocentthirdpartiescompromisedbytheperpetrators
incarryingouttheattackagainstthebank?(Commentaboveapplies.Manageriskcontractually);

16.WhatifthebankattackstheC&Cinfrastructureoftheattacker,andintheprocesscausespersonal
injuryordeath to the attackeror innocent thirdparty? (Principlesof self-defencegenerally
excludedeath);

17.What if thebankattacks thecritical infrastructureof theattacker,andin theprocesscauses
damageordestructiontotheinfrastructureofaforeignstate?(Thismayconstituteanactofwar.
Mens reaelementsofacrimeapply);

18.Whatifthebankcontractstheservicesofanoffshoreorganisationtoprovidedefensive/offensive
services,includingemployingtargetedmalwaretocrippleC&Cinfrastructureofaninnocent
thirdparty?(Conspiracyandcorporateresponsibilityfor‘outsourcing’bothhaverepercussions);

19.Whatifthebankemploystheservicesofanoffshoreorganisationtoprovideoffensiveservices
includingdeployingremoteexploitstocompromisetheservices/devicesoftheattacker(i.e.hack
thehacker)?(Commentaboveapplies);

20.Doesthestatehaveadutyorobligationtoact?(Yes.However,itcannotpossiblyprotectall
oftheprivatesectorallofthetime.Itneedstorecognisetheapplicabilityofexistinglawto
cyberspace).

5. CoNSoLIdATEd ANALySIS: TALLINN MANUAL ANd TALLINN MANUAL 
2.0 – RELEVANCE FoR NATIoNAL LAWS ANd CyBERSPACE

5.1. Approach to Analysis, Equivalence and objective
Theapproachtotheanalysisandequivalencefollowedbelowemploysatwo-stepprocess:
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Step 1:Table1–RecordstheRulesintheTallinnManual,TallinnManual2.0andinterpretation
forprivatesectororganisations;and

Step 2:Tables2-12-Recordtheapplicationofsamplesofnationallaws.

Theobjectiveofthetwo-stepanalysisistodemonstratethatnationallawsapplytoprivatesector
organisationsincyberspaceinjustthesamewaytheinternationallawappliestocyberspace.

5.2. The Analysis – Step 1
SeeTable1.

continued on following page

Table 1. Tallinn Manual (2013) and Tallinn Manual 2.0 (2017) – Relevance for National Laws and Cyberspace

Tallinn Manual on the Law Applicable to Cyber Warfare - 95 Black-Letter Rules.

Tallinn Manual 2.0 on the 
International Law Applicable to 
Cyber Operations - 154 Black-

Letter Rules

Interpretation for the Private Sector

PartI:Internationalcybersecuritylaw. EquivalentRules. Objective:FindingEquivalentsfor
applicationinthePrivateSector.

Section1. Statesandcyberspace.
Sovereignty,JurisdictionandControl.

Sovereignty.
Note:Numbersinthiscolumn
recordtheRulenumbers.Andare
notnecessarilyinchronological
order.

Autonomy.
Note:Interpretedunder6.1as
corporationslaw,self-defenceand
conspiracy.

Rule1
Sovereignty.
It is the sovereignty the 
state enjoys over territory 
that gives it the right to 
control cyber infrastructure 
and cyber activities within 
that territory.

Astatemayexercisecontrolovercyber
infrastructureandactivitieswithinits
sovereignterritory.

1.Theprincipleofstate
sovereigntyappliesincyberspace.

Theprincipleoforganisational
autonomyappliesincyberspace.

2.Thestateenjoysauthoritywith
regardtothecyberinfrastructure,
persons,andcyberactivities
locatedwithinitsterritory,
subjecttoitsinternationallegal
obligations.

Theorganisationenjoysauthority
withregardtoitscorporatecyber
infrastructure,persons,andcyber
activitieslocatedwithinitspremises,
facilitiesandonitscorporatenetworks
(includingwhereithaspossessionand
controlofdatainotherjurisdictions),
subjecttoitsnationalandinternational
legalobligations.

3.Astateisfreetoconductcyber
activitiesinitsinternational
relations,subjecttoanycontrary
ruleofinternationallawbinding
onit.

Anorganisationisfreetoconduct
cyberactivitiesinitsnationaland
internationalbusinessrelations,
subjecttoanycontraryruleofnational
orinternationallawbindingonit.

4.Astatemustnotconduct
cyberoperationsthatviolatethe
sovereigntyofanotherstate.

Anorganisationmustnotconduct
cyberoperationsthatviolatethe
autonomyofanotherorganisation.

5.Anyinterferencebyastate
withcyberinfrastructureaboard
aplatform,whereverlocated,
thatenjoyssovereignimmunity
constitutesaviolationof
sovereignty.

Anyinterferencebyanorganisation
withcyberinfrastructureaboarda
platform,whereverlocated,thatenjoys
sovereignimmunityconstitutesa
violationofautonomy.
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Table 1. Continued

continued on following page

Tallinn Manual on the Law Applicable to Cyber Warfare - 95 Black-Letter Rules.

Tallinn Manual 2.0 on the 
International Law Applicable to 
Cyber Operations - 154 Black-

Letter Rules

Interpretation for the Private Sector

NA. DueDiligence.

6.Astatemustexercisedue
diligenceinnotallowingits
territory,orcyberinfrastructure
underitsgovernmentalcontrol,to
beusedforcyberoperationsthat
affecttherightsof,andproduce
seriousadverseconsequences,for
otherstates.

Adirectormustexerciseduediligence
innotallowingitsorganisation,
orcyberinfrastructureunderits
corporatecontrol,tobeusedforcyber
operationsthataffecttherightsof,and
produceseriousadverseconsequences,
forothers.

7.Theprincipleofduediligence
requiresastatetotakeall
measuresthatarefeasibleinthe
circumstancestoputanendto
cyberoperationsthataffectthe
rightof,andproduceserious
adverseconsequencesfor,other
states.

Theprincipleofduediligencerequires
adirectortotakeallmeasuresthatare
feasibleinthecircumstancestoputan
endtocyberoperationsthataffectthe
rightsof,andproduceseriousadverse
consequences,forothers.

Section2. Stateresponsibility. Internationalresponsibility. Organisationalresponsibility.

Rule6.
Legalresponsibilityof
states.

Thestatebearsinternationallegal
responsibilityforacyberoperation
attributabletoitandwhichconstitutesa
breachofaninternationalobligation.
Note: The causation of damage is not 
a precondition to the characterisation 
of the cyber operation as an 
internationally wrongful act under the 
law of state responsibility. Persons 
or entities specifically empowered by 
domestic law to exercise ‘governmental 
authority’ are equated to state organs. 
The state’s involvement with non-state 
actors may itself constitute a violation 
of international law, even in cases 
where the actions of the non-state actors 
involved cannot be attributed to the 
state, for example a state that provides 
hacking tools that are subsequently 
employed by an insurgent group on its 
own initiative against another state. See 
also outsourcing (could be conspiracy) 
of hacking services.

14.Astatebearsinternational
responsibilityforacyber-related
actthatisattributabletothestate
andthatconstitutesabreachofan
internationallegalobligation.

Anorganisationbearsnationaland
internationalresponsibilityfora
cyber-relatedactthatisattributableto
theorganisationandthatconstitutes
abreachofanationalorinternational
legalobligation.

15.Cyberoperationsconducted
byorgansofthestate,orby
personsorentitiesempoweredby
domesticlawtoexerciseelements
ofgovernmentalauthority,are
attributabletothestate.

Cyberoperationsconducted
bydirectorsandofficersofthe
organisationorbypersonsorentities
empoweredbydomesticlawto
exerciseelementsofcorporate
authority,areattributabletothe
organisation(directors).

16.Cyberoperationsconducted
byanorganofastatethathas
beenplacedatthedisposalof
anotherstateareattributableto
thelatterwhentheorganisacting
intheexerciseofelementsof
governmentalauthorityofthe
stateatthedisposalofwhichit
isplaced.

Cyberoperationsconducted
bydirectorsandofficersofthe
organisationthathavebeenplacedat
thedisposalofanotherorganisation
areattributabletothelatter,whenthe
organisationisactingintheexerciseof
elementsofcorporateauthorityofthe
organisation,atthedisposalofwhich
itisplaced.
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continued on following page

Table 1. Continued

Tallinn Manual on the Law Applicable to Cyber Warfare - 95 Black-Letter Rules.

Tallinn Manual 2.0 on the 
International Law Applicable to 
Cyber Operations - 154 Black-

Letter Rules

Interpretation for the Private Sector

17.Cyberoperationsconductedby
anon-stateactorareattributableto
astatewhen:
−engagedinpursuanttoits
instructionsorunderitsdirection;or
−thestateacknowledgesand
adoptstheoperationsasitsownor
underitscontrol.

Cyberoperationsconductedbyanon-
organisationalactor(thirdparty)are
attributabletotheorganisationwhen:
−engagedinpursuanttoits
instructionsorunderitsdirection;or
−theorganisationacknowledgesand
adoptstheoperationsasitsownor
underitscontrol.

18.Withrespecttocyberoperations,
astateisresponsiblefor:
−it’saidorassistanceto
anotherstateinthecommission
ofaninternationallywrongful
actandthestateprovidesthe
aidorassistanceknowing
thecircumstancesofthe
internationallywrongfulactand
theactwouldbeinternationally
wrongfulifcommittedbyit;
−theinternationallywrongful
actofanotherstateitdirects
andcontrolsifthedirectionand
controlisdonewithknowledge
ofthecircumstancesofthe
internationallywrongfulactand
theactwouldbeinternationally
wrongfulifcommittedbyit;(Ref
–Outsourcing)or
−aninternationallywrongfulact
itcoercesanotherstatetocommit.

Withrespecttocyberoperations,an
organisationisresponsiblefor:
−it’saidorassistancetoanother
organisationinthecommissionof
awrongfulactandtheorganisation
providestheaidorassistanceknowing
ofthecircumstancesofthenationally
orinternationallywrongfulactand
thattheactwouldbewrongfulif
committedbyit;
−thewrongfulactofanother
organisationitdirectsandcontrolsif
thedirectionandcontrolisdonewith
knowledgeofthecircumstancesof
thewrongfulactandtheactwouldbe
wrongfulifcommittedbyit;or
−awrongfulactitcoercesanother
organisationtocommit.

19.Thewrongfulnessofanact
involvingcyberoperationsis
precludedinthecaseof:
−Consent;
−Self-defence;
−Countermeasures;
−Necessity;
−Forcemajeure;or
−Distress.

Thewrongfulnessofanactinvolving
cyberoperationsisprecludedinthe
caseof:
−Consent;
−Self-defence;
−Countermeasures;
−Necessity;
−Forcemajeure;or
−Distress.

20.Astatemaybeentitledto
takecountermeasures,whether
cyberinnatureornot,inresponse
toabreachofaninternational
legalobligationthatitisowedby
anotherstate.

Anorganisationmaybeentitledto
takecountermeasures,whethercyber
innatureornot,inresponsetoa
breachofanationalorinternational
legalobligationthatitisowedby
anotherorganisation.

21.Countermeasures,whether
cyberinnatureornot,mayonlybe
takentoinducearesponsiblestate
tocomplywiththelegalobligations
thatitowesaninjuredstate.

Countermeasures,whethercyberin
natureornot,mayonlybetakento
inducearesponsibleorganisationto
complywiththelegalobligationsthat
itowesaninjuredorganisation.

22.Countermeasures,whether
cyberinnatureornotmay
notincludeactionsthataffect
fundamentalhumanrights,amount
toprohibitedbelligerentreprisals,
orviolateaperemptorynorm.
Astatetakingcountermeasures
mustfulfilitsobligationswith
respecttodiplomaticandconsular
inviolability.

Countermeasures,whethercyber
innatureornotmaynotinclude
actionsthataffectfundamental
humanrights,amounttoprohibited
belligerentreprisals,orviolatea
peremptorynorm.Anorganisation
takingcountermeasuresmustfulfilits
obligationswithrespecttonational
andinternationallaw.
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continued on following page

Tallinn Manual on the Law Applicable to Cyber Warfare - 95 Black-Letter Rules.

Tallinn Manual 2.0 on the 
International Law Applicable to 
Cyber Operations - 154 Black-

Letter Rules

Interpretation for the Private Sector

23.Countermeasures,whether
cyberinnatureornot,mustbe
proportionatetotheinjuryto
whichtheyrespond.

Countermeasures,whethercyberin
natureornot,mustbeproportionateto
theinjurytowhichtheyrespond.

24.Onlyaninjuredstatemay
engageincountermeasures,
whethercyberinnatureornot.

Onlyaninjuredorganisationmay
engageincountermeasures,whether
cyberinnatureornot.

25.Acountermeasure,whether
cyberinnatureornot,thatviolates
thelegalobligationowedtoathird
stateorotherpartyisprohibited.

Acountermeasure,whethercyberin
natureornot,thatviolatesthelegal
obligationowedtoathirdorganisation
orotherpartyisprohibited.

26.Astatemayactpursuantto
thepleaofnecessityinresponse
toactsthatpresentagraveor
imminentperil,whethercyber
innatureornot,toanessential
interestwhendoingsoisthesole
meansofsafeguardingitself.
(Necessity).
(Ref:Takedownthenetwork).

Anorganisationmayactpursuantto
thepleaofnecessityinresponseto
actsthatpresentagraveorimminent
peril,whethercyberinnatureornot,
toanessentialinterestwhendoing
soisthesolemeansofsafeguarding
itself.(Necessity).

27.Aresponsiblestatemustcease
aninternationallywrongfulact
committedbycybermeansand,
ifappropriate,provideassurances
andguaranteesofnon-repetition.

Aresponsibleorganisationmustcease
anationallyoraninternationally
wrongfulactcommittedbycyber
meansand,ifappropriate,provide
assurancesandguaranteesofnon-
repetition.

28.Aresponsiblestatemustmake
fullreparationforinjurysuffered
byaninjuredstateastheresult
ofaninternationallywrongfulact
committedbycybermeans.

Aresponsibleorganisationmustmake
fullreparationforinjurysufferedby
aninjuredorganisationastheresultof
nationallyorinternationallywrongful
actcommittedbycybermeans.

29.Reparationsforinjurysuffered
byaninjuredstateastheresult
ofaninternationallywrongful
actcommittedbycybermeans
maytaketheformofrestitution,
compensation,andsatisfaction.

Reparationsforinjurysufferedbyan
injuredorganisationastheresultofa
nationallyorinternationallywrongful
actcommittedbycybermeans
maytaketheformofrestitution,
compensation,andsatisfaction.

30.Anystatemayinvoke
theresponsibilityofastate
thathasconductedcyber
operationsbreachinganderga 
omnesobligationowedtothe
internationalcommunityasa
whole.(Owingtoall).

Anyorganisationmayinvokethe
responsibilityofanotherorganisation
thathasconductedcyberoperations
breachinganderga omnesobligation
owedtotheinternationalcommunity
asawhole.(Owingtoall).

31.Aninternationalorganisation
bearsinternationallegal
responsibilityforacyberoperation
thatbreachesandinternational
legalobligationanisattributable
totheorganisation.

Anorganisationbearsnationaland
internationallegalresponsibilityfor
acyberoperationthatbreachesan
internationallegalobligationandis
attributabletotheorganisation.

Rule9.
Countermeasures.

Astateinjuredbyaninternationally
wrongfulactmayresortto
proportionatecountermeasures,
includingcybercountermeasures,
againsttheresponsiblestate.

Anorganisationinjuredbyawrongful
actmayresorttoproportionate
countermeasures,includingcyber
countermeasures,againstthe
responsibleorganisation.

Table 1. Continued
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Tallinn Manual on the Law Applicable to Cyber Warfare - 95 Black-Letter Rules.

Tallinn Manual 2.0 on the 
International Law Applicable to 
Cyber Operations - 154 Black-

Letter Rules

Interpretation for the Private Sector

Rule10.
Prohibitionofthreatoruse
offorce.

Acyberoperationthatconstitutes
athreatoruseofforceagainstthe
territorialintegrityorpolitical
independenceofanystate,orthatis
inanyothermannerinconsistentwith
thepurposesoftheUnitedNations,is
unlawful.

68.Prohibitionofthreatoruse
offorce:Acyberoperationthat
constitutesathreatoruseofforce
againsttheterritorialintegrity
orpoliticalindependenceof
anystate,orthatisinanyother
mannerinconsistentwiththe
purposesoftheUnitedNations,
isunlawful.

Prohibitionofthreatoruseofforce:
Acyberoperationthatconstitutes
athreatoruseofforceagainstthe
integrity(autonomy)orindependence
ofanyindividual,organisationor
state,orthatisinanyothermanner
inconsistentwiththepurposesof
nationalorinternationallaw,is
unlawful.

69.Acyberoperationconstitutes
auseofforcewhenitsscaleand
effectsarecomparabletonon-
cyberoperationsrisingtothelevel
oftheuseofforce.

Acyberoperationconstitutesause
offorcewhenitsscaleandeffectsare
comparabletonon-cyberoperations
risingtotheleveloftheuseofforce.

70.Acyberoperation,orthreat
ofcyberoperation,constitutesan
unlawfulthreatofforcewhenthe
threatenedaction,ifcarriedout,
wouldbealawfuluseofforce.

Acyberoperation,orthreatenedcyber
operation,constitutesanunlawful
threatofforcewhenthethreatened
action,ifcarriedout,wouldbean
unlawfuluseofforce.

71.Self-defenceagainstarmed
attack:Astatethatisthetarget
ofacyberoperationthatrises
tothelevelofanarmedattack
mayexerciseitsinherentright
ofself-defence.Whetheracyber
operationconstitutesanarmed
attackdependsuponitsscaleand
effects.

Self-defenceagainstarmedattack:
Anorganisationthatisthetargetofa
cyberoperationthatrisestothelevel
ofanarmedattackmayexerciseits
inherentrightofself-defence.Whether
acyberoperationconstitutesan
armedattackdependsuponitsscale
andeffects.

72.Necessityandproportionality:
Auseofforceinvolvingcyber
operationsundertakenbyastate
intheexerciseofitsrightofself-
defencemustbenecessaryand
proportionate.

Necessityandproportionality:Ause
offorceinvolvingcyberoperations
undertakenbyanorganisationinthe
exerciseofitsrightofself-defence
mustbenecessaryandproportionate.

73.Eminenceandimmediacy:The
righttouseforceinself-defence
arisesifthecyberarmedattack
occursorisimminent.Itis
furthersubjecttorequirementof
immediacy.

Eminenceandimmediacy:Theright
touseforceinself-defencearisesif
thecyberarmedattackoccursoris
imminent.Itisfurthersubjecttothe
requirementofimmediacy.

74.Collectiveself-defence:The
rightofself-defencemaybe
exercisedcollectively.Collective
self-defenceagainstacyber
operationamountingtoanarmed
attackmayonlybeexercisedat
therequestofthevictimstateand
withinthescopeoftherequest.

Collectiveself-defence:Theright
ofself-defencemaybeexercised
collectively.Collectiveself-defence
againstacyberoperationamounting
toanarmedattackmayonlybe
exercisedattherequestofthevictim
organisationandwithinthescopeof
therequest.

75.Measuresinvolvingcyber
operationsundertakenbystates
intheexerciseoftherightof
self-defencePursuanttoArticle51
oftheUnitedNationsChartershall
beimmediatelyreportedtothe
UnitedNationsSecurityCouncil.

Measuresinvolvingcyberoperations
undertakenbyorganisationsinthe
exerciseoftherightofself-defence
undernationalandinternationallaw
shallbeimmediatelyreportedto
nationalauthorities.

Table 1. Continued
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5.3. The Analysis – Step 2
Table2recordsdetailedexcerptsfromthelawsofAustralia,ChinaandSingaporeonself-defence,
conspiracyandcorporateresponsibility.ThesesupporttheinterpretationoftheTallinnManualand
theTallinnManual2.0asequivalent to theprivatesector.Tables2-12are theapplicationof the
samplesofnationallawsapplicabletothescenario.

5.3.1. Australia: Self - Defence
SeeTables2and3.

Table 2. Criminal Code Act 1995 (Cth)

“property”includes:
(a)realproperty;and
(b)personalproperty;and
(c)money;and
(d)athinginactionorotherintangibleproperty;and
(e)electricity.

10.4Self-
defence. (1) Apersonisnotcriminallyresponsibleforanoffenceifheorshecarriesouttheconductconstitutingthe

offenceinself-defence.

(2)

Apersoncarriesoutconductinself-defenceifandonlyifheorshebelievestheconductisnecessary:
(a)todefendhimselforherselforanotherperson;or
(b)topreventorterminatetheunlawfulimprisonmentofhimselforherselforanotherperson;or
(c)toprotectpropertyfromunlawfulappropriation,destruction,damageorinterference;or
(d)topreventcriminaltrespasstoanylandorpremises;or
(e)toremovefromanylandorpremisesapersonwhoiscommittingcriminaltrespass;
andtheconductisareasonableresponseinthecircumstancesasheorsheperceivesthem.

(3)

Thissectiondoesnotapplyifthepersonusesforcethatinvolvestheintentionalinflictionofdeathorreally
seriousinjury:
(a)toprotectproperty;or
(b)topreventcriminaltrespass;or
(c)toremoveapersonwhoiscommittingcriminaltrespass.

Thissectiondoesnotapplyif:
(a)thepersonisrespondingtolawfulconduct;and
(b)heorsheknewthattheconductwaslawful.
However,conductisnotlawfulmerelybecausethepersoncarryingitoutisnotcriminallyresponsibleforit.

Table 3. Self-defence: Crimes Act 1958 (Vic)

SECT322K. Self-defence. (1) Apersonisnotguiltyofanoffenceifthepersoncarriesouttheconduct
constitutingtheoffenceinself-defence.

(2)

Apersoncarriesoutconductinself-defenceif—
(a)thepersonbelievesthattheconductisnecessaryinself-defence;and
(b)theconductisareasonableresponseinthecircumstancesasthe
personperceivesthem.

(3)
Thissectiononlyappliesinthecaseofmurderifthepersonbelievesthat
theconductisnecessarytodefendthepersonoranotherpersonfromthe
inflictionofdeathorreallyseriousinjury.

SECT322L.
Self-defencedoesnotapply
toaresponsetolawful
conduct.

Section322Kdoesnotapplyif-
(a)thepersonisrespondingtolawfulconduct;and
(b)atthetimeoftheperson’sresponse,thepersonknowsthatthe
conductislawful.
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5.3.2. Australia: Conspiracy
SeeTable4.

5.3.3. Australia: Corporate Responsibility
SeeTable5.

Table 4. Criminal Code Act 1995 (Cth)

11.5
Conspiracy. (1)

Apersonwhoconspireswithanotherpersontocommitanoffencepunishableby
imprisonmentformorethan12months,orbyafineof200penaltyunitsormore,isguiltyof
theoffenceofconspiracytocommitthatoffenceandispunishableasiftheoffencetowhich
theconspiracyrelateshadbeencommitted.

(2)

Forthepersontobeguilty:
(a)thepersonmusthaveenteredintoanagreementwithoneormoreotherpersons;and
(b)thepersonandatleastoneotherpartytotheagreementmusthaveintendedthatanoffence
wouldbecommittedpursuanttotheagreement;and
(c)thepersonoratleastoneotherpartytotheagreementmusthavecommittedanovertact
pursuanttotheagreement.

Table 5. Corporations Act 2001 (Cth)

Chapter2D—
Officersand
employeesPart
2D.1—Dutiesand
powers.

SECT179
Background
todutiesof
directors,other
officersand
employees.

(1)

ThisPartsetsoutsomeofthemostsignificantdutiesofdirectors,
secretaries,otherofficersandemployeesofcorporations.Otherduties
areimposedbyotherprovisionsofthisActandotherlaws(including
thegenerallaw).
(2)Section9definesbothdirectorandofficer.Officerincludes,as
wellasdirectorsandsecretaries,someotherpeoplewhomanagethe
corporationoritsproperty(suchasreceiversandliquidators).

SECT180Care
anddiligence—
directorsand
otherofficers.

(1)

Adirectororotherofficerofacorporationmustexercisetheirpowers
anddischargetheirdutieswiththedegreeofcareanddiligencethata
reasonablepersonwouldexerciseifthey:
(a)wereadirectororofficerofacorporationinthecorporation’s
circumstances;and
(b)occupiedtheofficeheldby,andhadthesameresponsibilitieswithin
thecorporationas,thedirectororofficer.

Business
judgmentrule. (2)

Adirectororotherofficerofacorporationwhomakesabusiness
judgmentistakentomeettherequirementsofsubsection(1),and
theirequivalentdutiesatcommonlawandinequity,inrespectofthe
judgmentifthey:
(a)makethejudgmentingoodfaithforaproperpurpose;and
(b)donothaveamaterialpersonalinterestinthesubjectmatterofthe
judgment;and
(c)informthemselvesaboutthesubjectmatterofthejudgmenttothe
extenttheyreasonablybelievetobeappropriate;and
(d)rationallybelievethatthejudgmentisinthebestinterestsofthe
corporation.
Thedirector’sorofficer’sbeliefthatthejudgmentisinthebestinterests
ofthecorporationisarationaloneunlessthebeliefisonethatno
reasonablepersonintheirpositionwouldhold.

(3)
Inthissection:businessjudgmentmeansanydecisiontotakeornot
takeactioninrespectofamatterrelevanttothebusinessoperationsof
thecorporation
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5.3.4. China: Self-Defence
SeeTables6and7.

Table 6. Tort Law of the People’s Republic of China 2009 (China)

ChapterIIICircumstancestoWaive
LiabilityandMitigateLiability.

Article
30.

Whereanyharmiscausedbyself-defence,thepersonexercising
self-defenceshallnotbeliable.Iftheself-defenceexceedsthe
necessarylimit,causinganyundueharm,thepersonexercising
self-defenceshallassumeproperliability.

Table 7. Criminal Law of the People’s Republic of China 1997 (China)

ChapterII.

Section1
Crimesand
Criminal
Responsibility.

Article13

Acrimereferstoanactthatendangersthesovereigntyandterritorial
integrityandsecurityofthestate;dismembersthestateandsubverts
thepoliticalpowerofthepeople’sdictatorshipandoverthrowsthe
socialistsystem;
disruptssocialorderandeconomicorder;violatespropertyownedby
thestateorcollectivelyownedbytheworkingpeople;
violatesthecitizens’privatelyownedpropertyorinfringesuponthe
citizens’rightsofthepersonandtheirdemocraticandotherrights;
andanyotheractthatendangerssocietyandispunishableaccordingto
law.However,anactthatisclearlyofminorimportanceandlittleharm
shallnotbeconsideredacrime.

Article20

Whereapersonconductsanacttostopanunlawfulinfringementin
ordertoavertanimmediateandunlawfulinfringementofthestate’s
interestorofthepublicinterestorofhisownoranotherperson’srights
oftheperson,orpropertyrights,orotherrights,resultinginharmtothe
unlawfulinfringer,suchanactshallbejustifiabledefence,andcriminal
responsibilityshallnotbeborneforsuchanact.
Criminalresponsibilityshallbeborneifjustifiabledefenceapparently
exceedsthelimitsofnecessityandcausesseriousharm;however,a
mitigatedpunishmentorexemptionfrompunishmentshallbegiven.
Whereadefenceisconductedtoanimmediateviolentcrimeof
committingphysicalassault,committinghomicide,robbery,rape,
kidnapping,andothercrimesseriouslyendangeringthesecurityofa
person,anditcausesbodilyinjuryordeathtotheunlawfulinfringer,
suchanactshallnotbedefencethatexceedsthelimitsofnecessity,and
criminalresponsibilityshallnotbeborneforsuchanact.

Article21.

Criminalresponsibilityshallnotbeborneforanactthatapersonis
compelledtocommitinanemergencytoavertanimmediatedanger
tothestate’sinterestorthepublicinterestortohisownoranother
person’srightsofthepersonorpropertyrightsorotherrights,andthat
causesharm.
Criminalresponsibilityshallbeborneifanactcommittedinan
emergencytoavertdangerexceedsthelimitsofnecessityandcauses
undueharm;
However,amitigatedpunishmentorexemptionfrompunishmentshall
begiven.
TheprovisionsofthefirstparagraphofthisArticlewithrespectto
avertingdangertooneselfshallnotapplytoapersonwhoischarged
withspecificresponsibilityinhispostorprofession.
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5.3.5. China: Conspiracy
SeeTable8.

5.3.6. China: Corporate Responsibility
SeeTable9.

Table 8. Criminal Law of the People’s Republic of China 1997 (China)

Section4CrimesCommittedby
aUnit. Article30.

Acompany,enterprise,institution,organ,orpublicorganisationthat
conductsanactharmfultosociety,wheresuchanactisstipulatedas
acrime,shallbearcriminalresponsibility.

Section1CrimesofDisturbing
thePublicOrder. Article285.

Whoever,inviolationofstate’sstipulations,invadesacomputer
informationsysteminvolvingthefieldsofstateaffairs,national
defenceconstructionormostadvancedscienceandtechnologyshall
besentencedtofixed-termimprisonmentofnotmorethanthree
yearsorcriminaldetention.

Article286.

Whoever,inviolationofstate’sstipulations,deletes,amends,addsor
disturbsfunctionsofacomputerinformationsystemandcausesthe
computerinformationsystem’sinabilitytoworknormallyshall,if
seriousconsequencesexist,besentencedtofixed-termimprisonment
ofnotmorethanfiveyearsorcriminaldetention.Ifespecially
seriousconsequencesexist,theoffendershallbesentencedtofixed-
termimprisonmentofnotlessthanfiveyears.
Whoever,inviolationofstate’sstipulations,conductsoperations
ofdeletion,amendmentoradditiontowardsdataorapplication
programmeswhicharestored,disposedofortransmittedina
computerinformationsystemshall,ifseriousconsequencesexist,be
punishedaccordingtotheprovisionsoftheprecedingparagraph.
Whoeverintentionallymakesordisseminatescomputervirusorother
destructiveprogrammesandaffectsthenormaloperationofacomputer
informationsystemshall,ifseriousconsequencesexist,be
punishedaccording
totheprovisionsofthefirstparagraph.

Section2CrimesofImpairing
JudicialActivities. Article310.

Whoever,whileclearlyknowingthatanotherpersonhascommitted
acrime,providesaconcealedplaceorpropertyforhim,assists
himinfleeingorprovidesfalseevidencetoprotecthimshallbe
sentencedtofixed-termimprisonmentofnotmorethanthreeyears,
criminaldetentionorpublicsurveillance;ifthecircumstancesare
serious,theoffendershallbesentencedtofixed-termimprisonment
ofnotlessthanthreeyearsandnotmorethantenyears.
Conspiratorstoacrimementionedintheprecedingparagraphshall
bepunishedasforajointcrime.

Table 9. Companies Law of the People’s Republic of China 2005 (China)

ChapterIGeneralProvisions. Article
5.

Initsoperationalactivities,acompanyshallabideby
lawsandadministrativeregulations,observesocial
moralsandcommercialethics,persistinhonestyand
goodfaith,acceptsupervisionbythegovernmentandthe
public,andassumesocialresponsibility.
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5.3.7. Singapore: Self-Defence
SeeTable10.

5.3.8. Singapore: Conspiracy
SeeTable11.

Table 10. Penal Code 1872 (Singapore)

Chapter
IV-General
Exceptions.

Rightofprivatedefence. 96.Nothingisanoffencewhichisdoneintheexerciseoftherightofprivatedefence.

Rightofprivatedefenceof
thebodyandofproperty.

97.Everypersonhasaright,subjecttotherestrictionscontainedinsection99,todefend:
(a)hisownbody,andthebodyofanyotherperson,againstanyoffenceaffectingthehumanbody;
(b)theproperty,whethermovableorimmovable,ofhimselforofanyotherperson,againstanyactwhichisan
offencefallingunderthedefinitionoftheft,robbery,mischieforcriminaltrespass,orwhichisanattemptto
committheft,robbery,mischieforcriminaltrespass.

Actsagainstwhichthereis
norightofprivatedefence.

99.(3)Thereisnorightofprivatedefenceincasesinwhichthereistimetohaverecoursetotheprotectionof
thepublicauthorities.

Extenttowhichtheright
maybeexercised

(4)Therightofprivatedefenceinnocaseextendstotheinflictingofmoreharmthanitisnecessarytoinflict
forthepurposeofdefence.

Whensuchrightextends
tocausinganyharmother
thandeath.

101.Iftheoffenceisnotofanyofthedescriptionsenumeratedinsection100(largelyWRTthreatsofdeath
andseverephysicalattacks)therightofprivatedefenceofthebodydoesnotextendtothevoluntarycausingof
deathtotheassailant,butdoesextend,undertherestrictionsmentionedinsection99,tothevoluntarycausingto
theassailantofanyharmotherthandeath.

Commencementand
continuanceoftheright
ofprivatedefenceofthe
body.

102.Therightofprivatedefenceofthebodycommencesassoonasareasonableapprehensionofdangertothe
bodyarisesfromanattemptorathreattocommittheoffence,thoughtheoffencemaynothavebeencommitted;
anditcontinuesaslongassuchapprehensionofdangertothebodycontinues.

Whentherightofprivate
defenceofproperty
extendstocausingdeath.

103.Therightofprivatedefenceofpropertyextends,undertherestrictionsmentionedinsection99,tothe
voluntarycausingofdeathorofanyotherharmtothewrongdoer,iftheoffence,thecommittingofwhich,
ortheattemptingtocommitwhich,occasionstheexerciseoftheright,isanoffenceofanyofthefollowing
descriptions:
(a)robbery;
(b)house-breakingbynight;
(c)mischiefbyfirecommittedonanybuilding,tentorvessel,whichbuilding,tentorvesselisusedasahuman
dwelling,orasaplaceforthecustodyofproperty;
(d)theft,mischieforhouse-trespass,undersuchcircumstancesasmayreasonablycauseapprehensionthatdeath
orgrievoushurtwillbetheconsequence,ifsuchrightofprivatedefenceisnotexercised.

Whensuchrightextends
tocausinganyharmother
thandeath.

104.Iftheoffence,thecommittingofwhich,ortheattemptingtocommitwhich,occasionstheexerciseof
therightofprivatedefence,istheft,mischief,orcriminaltrespass,notofanyofthedescriptionsenumerated
insection103,thatrightdoesnotextendtothevoluntarycausingofdeath,butdoesextend,subjecttothe
restrictionsmentionedinsection99,tothevoluntarycausingtothewrongdoerofanyharmotherthandeath.

Commencementand
continuanceoftheright
ofprivatedefenceof
property.

105.-(1)Therightofprivatedefenceofpropertycommenceswhenareasonableapprehensionofdangertothe
propertycommences.
(2)Therightofprivatedefenceofpropertyagainsttheftcontinuestilltheoffenderhasaffectedhisretreatwith
theproperty,ortilltheassistanceofthepublicauthoritiesisobtained,ortillthepropertyhasbeenrecovered.
(3)Therightofprivatedefenceofpropertyagainstrobberycontinuesaslongastheoffendercausesorattempts
tocausetoanypersondeathorhurtorwrongfulrestraint,oraslongasthefearofinstantdeathorofinstanthurt
orofinstantpersonalrestraintcontinues.
(4)Therightofprivatedefenceofpropertyagainstcriminaltrespassormischief,continuesaslongasthe
offendercontinuesinthecommissionofcriminaltrespassormischief.
(5)Therightofprivatedefenceofpropertyagainsthouse-breakingbynightcontinuesaslongashouse-trespass
whichhasbeenbegunbysuchhouse-breakingcontinues.

Table 11. Penal Code 1872 (Singapore)

Eachofseveralpersonsliableforanactdonebyall,
inlikemannerasifdonebyhimalone.

34.Whenacriminalactisdonebyseveralpersons,infurtheranceofthecommonintentionofall,each
ofsuchpersonsisliableforthatactinthesamemannerasiftheactweredonebyhimalone.

Whensuchanactiscriminalbyreasonofitsbeing
donewithacriminalknowledgeorintention.

35.Wheneveranact,whichiscriminalonlybyreasonofitsbeingdonewithacriminalknowledgeor
intention,isdonebyseveralpersons,eachofsuchpersonswhojoinsintheactwithsuchknowledge
orintention,isliablefortheactinthesamemannerasiftheactweredonebyhimalonewiththat
knowledgeorintention.

Co-operationbydoingoneofseveralacts
constitutinganoffence.

37.Whenanoffenceiscommittedbymeansofseveralacts,whoeverintentionallyco-operatesinthecommissionof
thatoffencebydoinganyoneofthoseacts,eithersinglyorjointlywithanyotherperson,commitsthatoffence.
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5.3.9. Singapore: Corporate Responsibility
SeeTable12.

6. CoNCLUSIoN

6.1. In Summary
Theobjectiveofthetwo-stepanalysisistodemonstratethatnationallawsapplytoprivatesector
organisationsincyberspaceinjustthesamewaytheinternationallawappliestocyberspace.

6.2. Findings
Whileonlyonescenarioisincludedinthissecondpaper.Theissuesarisingandtheanswersasto
whatconstitutesalegalresponseinalmostanyscenariois,Ibelieve,clearfromthekindofanalysis
summarisedin6above.

My detailed research included laws of NZ, UK, US, Canada and India. All demonstrated
substantiallysimilarapplicability.

6.3. Precedent and Risk
Whileitmaytaketimeforcourtstoprovidelegalcertainty,itismycontentionthattheprinciplesin
thelegallogicoftheTallinnworkextendtoapplytotheprivatesector.Furthermore,Ibelieve,that
privatesectororganisationswhichdonotconsidertheseprinciplesandapplytheminassessingrisk,
fallshortoftheirdutiesofdiligenceandcare.

6.4. Final Comments – Paper 1 and 2
Ihaveworkedwithinternationallawinthefieldofcyberwarforwelloveradecade.Iamfascinated
atthegeneralresistanceofleaders,andIcitespecificallythoseinpolicyandlaw,toconsiderthe
wealthofhumanhistoryandknowledgethatexistsinlegalsystemsacrosstheworld.

People are fundamentally the same.Our instinct for survival isprimal–be it as individual
civilians,ascorporatecitizensorasnationstates.

Ibelievethatatthiscriticaltimeinthehistoryoftheworld,weneedtodrawuponthewealthof
oursurvivaltactics,byresortingtothelawandbehavioursthatareproventohaveworkedandagree
toadaptandapplythemtocyberspaceandcyberwarscenariosandto4IRsocieties.

Collectively,theprivatesector,withthecooperationofgovernmentsispositionedtoraisethe
baragainstmaliciousactorsandtoestablishnormsforacceptablebehaviourincyberspace.

Wejustneedtoagreetodoso–asthemerchantsdidallthoseyearsago.

Table 12. Companies Act 1967 (Singapore)

PartV.Management
andAdministration.

Astotheduty
andliabilityof
officers.

157(1) Adirectorshallatalltimesacthonestlyandusereasonablediligenceinthe
dischargeofthedutiesofhisoffice.

Powersof
directors.

157A
(1)

Thebusinessofacompanyshallbemanagedby,orunderthedirectionor
supervisionof,thedirectors.

(2)
Thedirectorsmayexerciseallthepowersofacompanyexceptanypowerthatthis
Actortheconstitutionofthecompanyrequiresthecompanytoexerciseingeneral
meeting.

Subsection(1)shallapplytoadirectoronlyifthedirector–
(a)actsingoodfaith;
(b)makesproperinquirywheretheneedforinquiryisindicatedbythe
circumstances;and
(c)hasnoknowledgethatsuchrelianceisunwarranted.
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ENdNoTES

1 TheTallinnManualexaminestheinternationallawgoverningcyberwarfare,withcyberwarfareused
in a purely descriptive, non-normative sense. Except when explicitly noted otherwise, the rules and
commentariesinchapter1ofthemanualapplybothintimesofpeaceandintimesofarmedconflict
(whetherinternationalornon-internationalinnature).Duringaninternationalarmedconflict,thelawof
neutralityalsogovernstherightsandobligationsofstatesinregardtocyberinfrastructureandoperations.

2 The High Contracting Parties undertake to respect and to ensure respect for this Protocol in all
circumstances.2.IncasesnotcoveredbythisProtocolorbyotherinternationalagreements,civilians
andcombatantsremainundertheprotectionandauthorityoftheprinciplesofinternationallawderived
fromestablishedcustom,fromtheprinciplesofhumanityandfromthedictatesofpublicconscience.

3 Internationalhumanitarianlawdistinguishestwotypesofarmedconflicts,namely:internationalarmed
conflicts,opposingtwoormoreStates,andnon-internationalarmedconflicts,betweengovernmental
forcesandnon-governmentalarmedgroups,orbetweensuchgroupsonly.IHLtreatylawalsoestablishesa
distinctionbetweennon-internationalarmedconflictsinthemeaningofcommonArticle3oftheGeneva
Conventions of 1949 and non-international armed conflicts falling within the definition provided in
Article1ofAdditionalProtocolII.
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